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Chapter 1 

 

Aruba Instant Overview 
Introduction 
During the early days of Wi-Fi, wireless networks were designed almost exclusively for user 
convenience and were not considered mission-critical. It was very common even for a large 
organization to deploy only a handful of access points (APs) in select common areas such as 
lobbies, cafes, and CTO offices. Network administrators would build wireless networks using what 
we now refer to as fat APs (also known as autonomous APs) because performance, quality of 
service (QoS), mobility, scalability, and manageability were not critical factors. However, as 
wireless technology began to proliferate and as organizations began to realize the advantages of 
wireless networks, the scale of wireless deployment grew. As deployment sizes grew, scalability 
and manageability became major issues with the fat AP technology. This demand led to the 
evolution of controller-based WLANs with thin APs. 

In controller-based WLAN technology with thin APs, the management and control plane functions 
are centralized at the controller and the data plane is either centralized or switched locally at the 
APs, depending on the mode of operation. Controller-based WLANs allow networks to scale up to 
thousands of APs while providing a single point of management and configuration. The 
development of controller-based WLAN technology led to a rapid increase in the adoption of 
wireless networks due to the ease of management and scalability they offered. The controller-
based solution could be easily deployed as a network overlay without any alterations to the 
existing wired infrastructure.  

Aruba’s controller-based architecture consists of the Aruba Operating System (interchangeably 
referred to as ArubaOS™ or AOS), Mobility Masters, Mobility Controllers (MCs), and APs. In the 
past few years, advancements in AP hardware technology such as chipsets and memory have 
opened up the possibility of realistically deploying and relying on distributed WLAN system 
technology. Modern APs allow wireless vendors to distribute the management, control, and data 
paths among APs without the need for a physical controller while still retaining most of the same 
management functionality. This architecture is suitable not only for small and medium-sized 
WLAN deployments but also for distributed enterprises which require feature-rich, enterprise-
grade solution that can be managed from a single interface. Aruba’s approach to the controllerless 
architecture such customers are seeking is Aruba InstantOS™ and Aruba Instant™ APs (IAPs). 
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Access Point Types 
Fat (Autonomous) APs 
A Fat AP (also sometimes referred to as an “autonomous” AP) is a term used to refer to a category 
of access point such as those described in the introduction of this document. These were the only 
types of APs available during the time when enterprise Wi-Fi deployments were in their infancy 
and Wi-Fi was considered a luxury or nice to have rather than being seen as mission-critical as it is 
by the vast majority of enterprises and users today. These fat APs would typically be located in 
common areas where providing a large amount of user wired network access would be 
unpractical or could pose a security risk such as cafes, lobbies, or CTO offices. IT staff personnel 
were required to individually configure every AP that was deployed one by one in a process that 
was both labor intensive as well as time consuming. An architectural diagram of a typical Wi-Fi 
deployment from the time when fat APs were almost exclusively the only type of wireless access 
device in production can be seen below: 

 
Figure 1-1 Typical Fat AP Deployment Architecture 

 

While this design was acceptable back when the demand for Wi-Fi availability was relatively low it 
did have some significant drawbacks including the fact that each AP needed to be individually 
managed and configured. As Wi-Fi technology progressed and client device capabilities increased 
organizations began to realize the advantages of Wi-Fi networks for both guest access as well as 
for employee productivity. It didn’t take long before Wi-Fi went from a novelty to becoming the de 
facto access standard expected by every user on the network. Unfortunately the fact that fat APs 
needed to be individually managed imposed significant limitations to enterprises attempting to 
scale and grow their Wi-Fi deployments. Organizations needed a significantly more efficient 
method to centrally manage devices which were growing rapidly more complex and experiencing 
increased demand from users. This increase in demand led to the development of controller 
based WLAN solutions to enable administrators to gain control they needed to manage their 
rapidly growing and evolving networks. 
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Controller-Managed APs 
In wireless LAN controller-based deployments the management plane and control planes are 
centralized at the controller while the data plane can either be centralized or switched locally at 
APs, depending on the requirements of the deployment scenario. Adding controllers to Wi-Fi 
deployments allowed organizations to scale their network up to thousands of APs in order to keep 
up with demand while simultaneously introducing the management functionality they needed. 
Administrators now had single point of management and configuration for the entire network and 
eliminated the cumbersome requirement of having to individually manage and manually 
configure every AP. An example of how the network architecture evolved to accommodate the 
arrival of wireless LAN controller can be seen below: 

 
Figure 1-2 Typical Controller-based Deployment 

 

Adding controllers and network management systems to wireless deployments introduced added 
functionality which made it dramatically easier for administrators to control their networks. 
However, enabling a single point of management for Wi-Fi deployments required significant 
investment and resources as well. The cost of deploying controllers and management functionality 
at the time was so high that typically only large enterprises had the ability to allocate the 
resources required for such solutions. 

Some examples of controller-based WLAN networks include: 

• Organizations that require centralized encryption and decryption of wireless data e.g. 
government, financial, and other security conscious organizations 

• Large campuses that require thousands of APs at a single location e.g. universities, large 
enterprises, etc. 

• Organizations with large layer 2 domain that do not want to conduct a major overhaul to 
their deployment such as adding or deleting VLANs to their edge network 
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Distributed APs 
While networking solutions had evolved to provide new and innovative techniques for managing 
Wi-Fi access at campus deployments, providing wireless connectivity at remote locations was still a 
major challenge for distributed organizations such as retail chains and K-12 schools. These 
organizations needed an enterprise-grade WLAN solution that was not only cost effective but also 
provided mobility, security, and centralized management. In addition, distributed enterprises such 
as restaurants, hotels, retail chains and hospitals needed to comply with data privacy regulations 
such as Payment Card Industry (PCI) and Data Security Standard (DSS) in the financial industry and 
Health Insurance Portability and Accountability Act (HIPAA) for healthcare.  

Due to significant advancements in AP hardware technology it is now possible to use APs in a 
distributed environment where the management, control, and data planes can be separated 
without the need of a physical controller. Aruba’s solution for this scenario is called Aruba Instant. 
Instant provides enterprise-grade WLAN performance, security, and scalability that is user-friendly 
and simple to deploy. Enabling this degree of functionality at remote sites without requiring the 
usage of controller provides organizations with the control they require without excessively 
impacting their budgets. 

Instant allows administrators to automate their entire deployment with features such as zero-
touch provisioning (ZTP), firmware upgrades, and inventory management. Aruba recognizes that 
as enterprises grow in size they might eventually need to move to a controller based architecture 
for management purposes. It is for that reason that IAPs were developed with the ability to be 
converted into controller-based APs thereby providing seamless scalability, investment protection, 
and future-proofing the network. 

 
Figure 1-3 Typical Distributed AP Architecture 
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Verticals 
Providing reliable wireless connectivity at remote sites has always been a challenge for 
organizations with distributed locations. These deployments require the same robust WLAN 
functionality as a large campus including voice and video optimization, high reliability, and strong 
security. In addition, the high cost and difficulty of deployment renders the implementation of 
physical controllers at every site nearly impossible. These organizations need a solution that is 
both affordable and simple to operate in a highly distributed environment. The solution must be 
able to be centrally configured and managed while ensuring that the network remains secure. For 
a solution to be viable for such customer it must consist of an enterprise-grade WLAN that can be 
deployed rapidly at geographically-dispersed locations that often have limited or no on-site IT 
resources. 

The Aruba Instant solution was purpose-built to address these unique challenges faced by 
customers with distributed deployments. Instant combines enterprise-grade WLAN performance, 
security, and scalability with industry-leading ease-of-use and affordability. With Aruba Instant, the 
entire deployment process is automated, including zero-touch provisioning, firmware upgrades, 
and inventory management. Administrative personnel can cost effectively deploy thousands of 
Aruba IAPs anywhere in the world with unprecedented speed and simplicity. Below is a collection 
of some of the verticals which have seen tremendous benefits from deploying Instant. However, 
an ideal candidate for Instant is any organization with distributed sites looking for a solution that 
is capable of addressing all wireless connectivity needs, simple to manage, secure, and scales 
effortlessly. 

 
Figure 1-4 Sample Aruba Instant Verticals 
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Deployment Modes 
Aruba Instant consists of a family of high-performance Instant Access Points (IAPs) which run the 
Aruba InstantOS and provide a completely distributed WLAN system without requiring a physical 
controller.  

IAPs in same layer 2 domain form a group also known as a cluster. A cluster consists of a single 
Master IAP which is elected according a predefined election protocol and multiple constituent 
Slave IAPs. Clusters also have a management function Aruba refers to as the Virtual Controller or 
VC. The VC can be thought of as the combined intelligence for the cluster which provides 
functionality similar to a physical controller with the key difference that it operates a distributed 
basis to make decisions for the cluster. The virtual controller UI is hosted on the Master IAP for the 
cluster.  

 
Figure 1-5 Instant Cluster Mode 

 

Management functions such as image sync, cluster monitoring, and image management, are 
coordinated by the Master IAP for the cluster through a centralized management plane. 
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IAP Operations 
Master Election Process 
IAPs are capable of operation in one of 4 possible states: 

• Initial 

• Slave 

• Potential Master 

• Master 

 

Every cluster holds an election based on the same Master Election Protocol to determine which 
IAP will serve as the Master for the cluster.  Every IAP in a cluster will run through the steps 
depicted in the figure below as part of the Master IAP election process: 

 
Figure 1-6 Master IAP Election Process 

 

When an IAP first boots up it will begin in the Initial state and listen for beacons from an existing 
Master for a random period of time. If it does not receive a master beacon it will transition into the 
Potential Master state. In the Potential Master state, the IAP waits again and listens for a master 
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beacon for a random back off period of anywhere between 10 and 30 seconds. If the IAP receives 
a beacon from a Master with a valid IP address during the back off period it will then transition to 
the Slave state. If the IAP fails to receive a master beacon in the specified timeframe it will assume 
the role of the Master and commence broadcasting master beacons once every second. While 
acting as the Master the IAP may receive a beacon from new members which have been added to 
the cluster and are operating in the Potential Master state.  If the acting Master receives a beacon 
with a higher priority it will abdicate its role and transition into the Slave state.  If the beacon 
contains a lower priority the incumbent Master IAP will ignore it and remain in its role. 

By default, the IAP that will win the election is randomized and any IAP within the cluster may 
become the Master. However, there is a possibility that multiple IAPs may enter a Master or 
Potential Master state even after this randomization. This scenario is common in a large layer 2 
domain.  In that case the Master Election Resolution Algorithm will determine the Master IAP for 
the cluster.  The criteria for which IAP will be selected as Master are listed below in order of 
significance. If two IAPs tie then the next criterion in the list will be examined and so on until a 
discrepancy is found and the winner is determined: 

1. Preferred Master: An IAP configured as Preferred Master will be selected as the master for 
the cluster 

2. IP Scope: An IAP with a non-default IP address (non-169.x.x.x) 

3. USB Modem: An IAP with a 3g/4g dongle 

4. Uptime:  IAP with the longer uptime receives a higher priority 

5. Media Access Control (MAC): If two IAPs tie in categories 1-4 then the IAP with the higher 
MAC address prevails 

 

An IAP with a USB modem will ignore master beacon messages in the first 5 minutes after it boots up after which it will 
become the cluster Master. The previous Master will reboot and join the cluster as a Slave. 

 

An IAP with a USB modem will become the Master if it attempts to join a cluster and that cluster 
does not have a designated Preferred Master. If there are no designated preferred masters or 
IAPs with USB modems then the IAP with the longest uptime will win the election and become the 
Master. 

 

Master Failover 
Once the election has concluded and an IAP is selected as Master it will begin broadcasting master 
beacons one a second to every slave in the cluster.  These beacons are used as the primary failure 
detection mechanism since the Slaves will become aware that the Master IAP has failed if they 
cease to receive master beacons. If such an event occurs the Slaves in the cluster will continue to 
listen for a random interval of between 10 and 40 seconds. If they fail to receive a master beacon 
during the random interval then each slave will transition into the Potential Master state and will 
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begin sending unicast beacon request messages to failed Master. If a the Slave does not receive a 
master beacon within 8 seconds after it begins unicasting the failed Master it will transition  and 
assume to role of Master for the cluster.  

 
Figure 1-7 Master IAP Failover 

 

When a Master IAP fails the clients that were associated to it will need to re-associate to a new IAP. 
The clients connected to the rest of the Slave IAPs will remain unaffected by a Master failure.  A 
Master IAP failure event will have the following impact on its associated clients: 

1. Clients which were authenticated to the failed Master IAP will need to re-associate to a new 
IAP 

2. Clients using Magic Guest VLAN will need to wait till new Master is elected since Dynamic 
Host Configuration Protocol (DHCP) and Network Address Translation (NAT) are both 
coordinated by the Master IAP  

3. If Dynamic Remote Authentication Dial In User Service (RADIUS) Proxy (DRP) has been 
enabled and new clients attempt to associate to an IAP during the re-election process they 
will be required to wait until a Master has been elected 

4. If the Master IAP is acting as a Virtual Private Network (VPN) client and is forwarding client 
traffic to the datacenter that flow will be disrupted until a new Master is elected 

5. After the failure it will take approximately 30-70 seconds until the VC IP becomes reachable 
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Preferred Master 
In most cases, the master election process will automatically select the best IAP for the role of 
cluster Master. Once designated as Master, the IAP will then apply its image and configuration to 
all other Instant APs in its cluster. 

However, as a best practice Aruba recommends designating an IAP as a Preferred Master. Doing 
so will ensure that the desired IAP will become master even if another IAP with a longer uptime 
attempts to join the cluster. According to the election process criteria, the preferred master status 
is always the first metric checked and will supersede all other factors. If an IAP is more convenient 
than others for troubleshooting and console access purposes then it should be designated as the 
Preferred Master. Another key advantage to designating a preferred master is for configuration 
preservation.  A “golden” IAP with an ideal configuration can be designated as the preferred 
master ensuring that it will always push out its configuration to other cluster members and 
preventing the loss of a desirable configuration for the cluster. 

InstantOS allows an IAP to be configured as the Preferred Master via the local cluster GUI. The 
figure below demonstrates the 4 step process of what would occur in the event of a Preferred 
Master Failure: 

 
Figure 1-8 Preferred Master Failure Process 

 

1. IAP is designated Preferred Master via CLI or local GUI 

2. Preferred Master IAP failure triggers re-election algorithm 

3. Once the election algorithm completes a new IAP from the cluster becomes Master 

4. When the Preferred Master comes online it will resume its role as the cluster Master once 
more. The IAP that was the Master prior to the re-election will automatically reboot and 
join the cluster as a Slave 
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Multiple Preferred Masters 
An IAP configured as a Preferred Master will never become a slave of another Master unless it has 
a factory default configuration. If a new IAP is designated as a Preferred Master and is introduced 
into a cluster with a pre-existing Master then the new IAP will abandon its attempt to join that 
cluster and form a new cluster by itself. 

 
Figure 1-9 Cluster with Multiple Preferred Masters 

 

Aruba strongly discourages customers from configuring multiple preferred masters in the same cluster. 

 

Multi-model AP Cluster 
IAPs of different models in the same layer 2 domain are capable of forming a cluster together. The 
determining factor to whether or not IAPs will be able to successfully form a cluster is the Instant 
image on the devices. In the figure below, we’ll assume that the three IAPs in a cluster have an 
Instant image of version 6.5.4.3 and an administrator wants to add new instant IAP with code 
version 6.5.4.0 to the same layer 2 domain: 

 
Figure 1-10 IAP with Different Image Joining Cluster 
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The new IAP will begin receiving Master beacons and will transition to a Slave state regardless of 
its model. Next it will try to reach device.arubanetworks.com and pull down the same image 
version as that of the Master IAP which in this case is 6.5.4.3. Once it has finished upgrading the 
new IAP joins the cluster and all IAPs in that cluster will have same Instant image of 6.5.4.3.  

Each AP has a minimum required Instant software version specific to its particular model. When a 
new IAP is added into the cluster, it can join the cluster as long as the APs in that cluster are 
running the minimum required version for that IAP model. If the existing cluster is running a 
version which predates the minimum required version of new IAP, the IAP will not join the cluster 
and may reboot with the reason “image sync failed” provided. If the Cluster is managed by 
AirWave and the server has the image for the Master IAP in it, then new IAP will receive its new 
image from AirWave server. 

 

If the new IAP cannot reach device.arubanetworks.com and fails to download the same image as the Master IAP it will 
not join the cluster. 

 

 

 
Figure 1-11 IAP has Joined the Cluster 
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Instant AP Platform Minimum Required Instant Software Version 

AP-203H Instant 6.5.3.0 or later 

AP-203R/AP-203RP, AP-303H, AP-365/AP-367 Instant 6.5.2.0 or later 

IAP-207, IAP-304/IAP-305 Instant 6.5.1.0-4.3.1.0 or later 

IAP-314/IAP-315 IAP-334/IAP-335 Instant 6.5.0.0-4.3.0.0 or later 

IAP-324/IAP-325 Instant 6.4.4.3-4.2.2.0 or later 

IAP-205H IAP-228 IAP-277 Instant 6.4.3.1-4.2.0.0 or later 

IAP-204/IAP-205 IAP-214/IAP-215 Instant 6.4.2.0-4.1.1.0 or later 

IAP-103 Instant 6.4.0.2-4.1.0.0 or later 

IAP-274/IAP-275 Instant 6.3.1.1-4.0.0.0 or later 

IAP-114/IAP-115 IAP-224/IAP-225 Instant 6.2.1.0-3.3.0.0 or later 

RAP-155/RAP-155P Instant 6.2.0.0-3.2.0.0 or later 

Table 1-1 Supported Instant AP Platforms 

 

Additional information for Aruba products can be accessed through the Related Documents 
section. 

Cluster Architecture 
Just like any other device in a network the functions of an IAP are best understood when thought 
of as three operational planes: 

• Management Plane 

• Control Plane 

• Data Plane 

 

Out of these planes only the management plane is centralized in Instant. The control and data 
planes are distributed. The determination of how a function is mapped to a plane and whether or 
not is centralized, is determined by the function's relationship to Cluster Master. If a function 
requires traffic to be sent to the Cluster Master for normal operation then it is considered 
centralized. Each plane and the functions associated with them in an Aruba Instant architecture 
will be discussed in the following sections. 
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Management Plane 
The figure below illustrates the functions which are part of the centralized management plane in 
Aruba Instant for IAPs in Cluster Mode: 

 
Figure 1-12 Management Plane Functions 

 

• Cluster Configuration Sync - Once the Master IAP is configured, the slave in that cluster 
will download its configuration from the Master IAP. Any changes pushed from the local 
GUI will be synchronized to all the IAPs in that cluster 

• Cluster Monitoring - All the IAPs in a cluster will periodically provide status updates to the 
Master IAP. This data is presented on the cluster’s local GUI 

• Firmware Upgrade Orchestration - Images for the entire cluster can be pushed through 
the local GUI. This can be done automatically by clicking on the “Check for newer option” 
button or manually by downloading the image and pointing it via “Browse” option or 
providing a URL to a server containing the image. 

• Communication with Management Platforms - Management platforms such as AirWave 
and Central communicate with the Master IAP. The configuration changes made through 
these platforms are sent to the Master IAP. 

• Dynamic RADIUS Proxy (DRP) - The IAP acts as an authenticator when 802.1x security has 
been configured for client authentication. This means that each IAP must be individually 
added as a NAS client into the RADIUS server. However, in an environment where adding of 
each IAP as a NAS client is not feasible DRP can be used. When DRP is enabled, all IAPs in a 
cluster send RADIUS messages to the Master IAP which acts as a RADIUS proxy. 



 

 

 
Aruba Instant Aruba Instant Overview | 18 

• DHCP server for client VLANs - Another common VLAN deployment is configuring a DHCP 
server on the Master IAP of the Aruba Instant cluster. The types of VLANs which can be 
configured in such a scenario include: 

 Local mode 

 Centralized Layer 2 mode  

 Distributed Layer 2 mode  

 Centralized Layer 3 mode 

 Distributed Layer 3 mode 

If an Aruba Instant SSID is mapped to a VLAN in a cluster with a Master configured to 
perform DHCP then the client traffic on that SSID is tagged accordingly and will flow 
through the Master. The VLAN ID that is used in the DHCP configuration for these VLANs 
must be supported on the uplink switch that connects to the IAPs. 

• Magic VLAN - An SSID with VC-assigned IP address option is referred to as the Magic VLAN. 
The Magic VLAN was created to simplify guest traffic on the network without any requiring 
modification to the underlying wired infrastructure. Magic VLAN clients receive the IP 
address directly from the DHCP scope created on the Master IAP. Traffic coming from 
clients is forwarded to the Master IAP via AP VLAN which then source NATs it to the VC IP 
address. Broadcast and multicast packets are not allowed in the Magic VLAN. 

• VPN - An IAP network does not require a physical controller to provide configured WLAN 
services. When VPN is configured, the Master IAP for the cluster creates a VPN tunnel to a 
mobility controller in the corporate office. The controller acts as a VPN endpoint and does 
not supply the Instant AP with any configuration information. Third-party VPN 
concentrators are also supported by Aruba Instant. 

 

Aruba strongly recommends the network-assigned IP addressing option for client IP assignment for security purposes. 
Do not use the VC-assigned IP option in an environment in which a VLAN-based segregation is required between the 
guest VLAN and the AP VLAN. 

 

Aruba recommends using a dedicated uplink VLAN on IAP trunk links for guest access. Magic VLANs should only be 
utilized if there is no alternative option. 

 

Control Plane 
The figure below illustrates the functions which are part of the distributed control plane in Aruba 
Instant: 
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Figure 1-13 Instant Control Plane Functions 

 

Adaptive Radio Management  
As networks have evolved and mobile devices have become the de facto standard access method, 
RF interference has become pervasive. Unfortunately, any radio in a device capable of RF 
communication is susceptible to interference and IAPs are no exception. Wireless devices, walls, 
cubes, office doors, microwave ovens, and even human bodies can all have an adverse impact on 
the performance an RF environment. Due to constantly evolving needs of clients on the network 
the utilization of static channel and power plans is not practical and can often lead to poor 
network performance. APs must have the ability to dynamically adjust power and transmit 
settings order to properly function in an RF environment with any degree of density.  Aruba 
developed our innovative Adaptive Radio Management (ARM) technology specifically to address 
the challenges posed to network performance in high-density RF environments.  ARM has several 
constituent components which all collaborate to deliver this functionality: 

• Auto Channel – Monitors the RF spectrum for both 802.11-based and non-Wi-Fi sources of 
interference. Depending on the conditions in the environment ARM will utilize these data 
points to dynamically adjust the AP channel if necessary in the event that the previous 
channel the AP was using becomes unacceptably congested 

• Auto Power – Also commonly known as coverage hole detection, if an AP goes down, ARM 
automatically fills in the RF hole and increases power on surrounding APs to compensate 
until the original AP is restored. Once the failed AP comes back online ARM resets the 
network to a new optimal setting. 

 



 

 

 
Aruba Instant Aruba Instant Overview | 20 

IAP transmit power can be configured between 9 and 127 dBm. Aruba’s best practice recommendations for signal 
strength are provided in the table below. 

 

Open Office* Walled Office/Classroom* 

5Ghz: Min 12/Max 15 5 GHz: Min 15/Max 18 

2.4Ghz: Min 6/Max 9 2.4 GHz: Min 6 /Max 9 

*Signal strengths listed in dBm 

Table 1-2 Best Practice Transmit Power Settings 

 

• Client-aware Scanning – When ARM is enabled, APs will not change the channel that 
clients currently connected clients are using. This results in a much more stable 
environment for clients. The only exception to this behavior are triggers from high priority 
events such as radar or excessive noise. It is recommended to enable client-aware 
scanning for most deployments 

• Band steering – ARM will automatically steer clients that support both 2.4 GHz and 5GHZ 
bands to the 5GHz band as it is less congested. This in turn frees up valuable space in the 
2.4GHz band for clients that are not 5GHz-capable. Band steering works in coordination 
with Aruba’s airtime fairness feature which ensures that legacy clients will never be 
bandwidth-starved 

• Client Match - ARM continuously monitors the RF environment and dynamically load 
balances clients at the time of association. Evenly distributing clients in this manner allows 
sticky clients to roam to IAPs with high signal strength, prevents APs from becoming 
overburdened, and dramatically improves the user experience. ClientMatch will not trigger 
AP changes for clients that are actively transmitting data 
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ARM Best Practices 
The following table outlines Aruba’s best practice recommendations for ARM settings based on 
extensive internal testing.  While these recommendations will be appropriate for the majority of 
customers, all factors should be considered pertaining to each individual deployment when 
determining settings for ARM: 

Feature Default Setting 
Sparse AP 
with Data 

Only 

Dense AP 
with Data 

Only 

Recommended 
Settings for 

Voice and Video 

High 
Interference 
Environment 

Scanning Enabled Enabled Enabled Enabled Enabled 

Client Aware Scanning Enabled Enabled Enabled Enabled Disabled 

Background Spectrum 
Monitoring 

Disabled Disabled Disabled Disabled Enabled 

Client Match Disabled Enabled Enabled Enabled Enabled 

Band Steering 
Prefer 

5Ghz 

Prefer 

5Ghz 

Prefer 

5Ghz 

Prefer 

5Ghz 

Prefer 

5Ghz 

Airtime Fairness Default Access Fair Access Fair Access Fair Access Fair Access 

Min Transmit Power 18 18 9 18 12 

Broadcast Filtering Disabled All ARP 
ARP (Disabled if 

running Multicast) 
ARP 

Multicast 
Optimization 

Disabled Enabled Enabled Enabled Enabled 

Dynamic Multicast 
Optimization 

Disabled Disabled Disabled Enabled Disabled 

Interference 
Immunity Level 

2 2 2 2 2* 

Beacon Interval 100ms 100ms 100ms 100ms 100ms 

Wide Channel Band 5GHz 5GHz 5GHz 5GHz 5GHz 

Local Prob Req 
Threshold (db) 

0 0 25 25 25 

Dynamic CPU 
Management 

Automatic Automatic Automatic Automatic Automatic 

* Modify if directed by Aruba Support  

Table 1-3 ARM Best Practices 
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AppRF 
AppRF is Aruba’s custom-built layer 7 firewall. It consists of integrated Deep Packet Inspection 
(DPI) functionality as well as a cloud-based Web Policy Enforcement (WPE) service. Each IAP has its 
own DPI engine which performs packet analysis and classification. They are also connected to 
Aruba’s web-based URL database aruba.brightcloud.com for web category caching and verifying 
the reputation of URLs accessed by clients on the network. In conjunction with WPE, DPI provides 
the ability to analyze and identify applications, application categories, web categories, web 
reputation, and web URLs based on client data packets. Traffic shaping policies such as bandwidth 
control and per-application QoS can be defined for unique client roles. E.g. bandwidth-hungry 
applications may be blocked on a guest role within an enterprise. AppRF also enables compliance 
with privacy standards such as Health Insurance Portability and Accountability Act (HIPAA), 
Payment Card Industry Data Security Standard (PCI DSS), and Children’s Internet Protection Act 
(CIPA). 

 

IDS/IPS 
The Intrusion Detection System (IDS) and Intrusion Prevention System (IPS) features detect 
unauthorized network devices and take appropriate action to prevent any security breaches on 
the network. IAPs provide a user-friendly wizard which assists administrators in configuring the 
setting that are most appropriate for their deployments. 

The IDS and IPS functions are divided into following components: 

• Infrastructure - For the network to function as intended, attacks on the infrastructure 
must be detected and mitigated accordingly. Aruba considers the infrastructure to consist 
of authorized IAPs, the wired network where IAPs are attached, and the RF medium itself. 
Any AP that is detected in the RF environment but is not connected to the wired network is 
considered to be interfering. Any unauthorized AP that is connected to the wired network is 
considered a Rogue AP  

• Client - Clients that attach to a network should also be monitored. Any client that 
successfully authenticates, associates, and uses encryption is considered a valid station. 
Aruba Instant looks for specific attacks such as Hotspotter and TKIP replay which target 
clients attaching to the wireless network. The system also watches valid stations that are 
attempting to connect to rogue or neighboring APs.  

 

All VLANs where a rogue AP could connect must be trunked to IAPs in order to enable rogue classification. Aruba 
recommends adjusting the detection and protection settings to “Low”. Setting the detection to “Medium” or “High” 
might result in false positives or too many alerts. 
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Data Plane 
The data plane of the IAP is completely distributed and is responsible for handling client as well as 
AP traffic. In a cluster there are two basic types of VLANs: 

 

AP VLAN 
The VLAN which all APs in a cluster have in common is referred to as the AP VLAN. AP-generated 
traffic such as RADIUS transactions, management traffic, SNMP, Syslog, and communication 
between IAPs are all forwarded through the AP VLAN. In most deployments it is the native VLAN of 
the trunk port the AP uses to connect. AP-generated traffic is left untagged and it is recommended 
to maintain that default setting. However, AP traffic can be tagged by changing the uplink 
management VLAN value in the WebUI if needed.  

 

Aruba recommends enabling DHCP on the AP VLAN for large deployments. Static IP addresses can also be assigned in 
smaller deployments if desired. 

 

 
Figure 1-14 Instant Data Plane Functions 
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Client VLAN 
The VLAN used to serve clients in an Instant cluster is referred to as the Client VLAN. The clients 
are assigned an IP address either by the DHCP server on the network or from the DHCP server on 
the IAP cluster. 

Aruba recommends configuring different VLANs for APs and Clients 

 

VLANs managed by the uplink network are commonly deployed with Aruba Instant. For example, if 
VLAN 20 is managed by the uplink network and is mapped to the “Employee” SSID, the client traffic 
is examined by the firewall of the IAP where the client is connected and directly bridged to VLAN 
20 without flowing through the Master IAP of the cluster. 

 

Deploying Instant 
Cluster Security 

Datagram Transport Layer Security 
Control plane messages between IAPs are exchanged using the Process Application Programming 
Interface (PAPI) protocol which operates on UDP port 8211. While PAPI functions well for its 
intended purpose of carrying control plane traffic these messages have the potential to be 
decoded by an expert hacker. Alternatively, Datagram Transport Layer Security (DTLS) operating 
on UDP port 4434 can be used to provide security for control plane messages between IAPs in a 
cluster. Advantages of using DTLS for cluster security are as follows: 

• Mutual authentication between IAPs in a cluster using device certificates 

• Peer MAC address validation against IAP whitelist 

• Control plane messages are securely transmitted 

 
Figure 1-15 IAPs Joining a DTLS Cluster 
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A Slave IAP with a non-default configuration that has enabled DTLS will not be able to join a cluster 
where DTLS is disabled. An IAP in this scenario is considered to be in “Locked Mode”. In order for a 
DTLS-enabled IAP to join a non-DTLS cluster it must either be reset to its factory settings or DTLS 
must be disabled. Conversely, a non-DTLS enabled IAP cannot join a cluster that is currently using 
DTLS unless DTLS is disabled for the entire cluster.   

Most Aruba devices contain a TPM chip which performs cryptographic operations and stores 
security keys.  However, some devices do not have this chip and the keys are stored in flash which 
reduces the level of protection for these devices. Starting with Instant 6.5.3, device certificates are 
issued by a new PKI to non-TPM devices. The private key is encrypted using the Advanced 
Encryption Standard (AES), compressed, and stored in the certificate files in flash. These devices 
are called “low assurance devices”. Clusters which have DTLS enabled can be configured to either 
permit or deny low assurance devices from joining the cluster. 

 

Auto-Join 
When a new IAP is added to a layer 2 network with an existing IAP network, the new IAP will join 
the cluster via the Auto-Join feature. Auto-Join is enabled by default for purposes of IAP 
deployment simplification. Once the initial cluster deployment is complete, Aruba recommends 
disabling auto-join to prevent unauthorized IAPs from joining the cluster. Additional IAPs can be 
added manually by using MAC the address of the new IAP or by temporarily enabling auto-join. 

 

Aruba recommends configuring clusters with DTLS enabled and the auto-join feature disabled. 

 

Unified Access Points 
Historically, all Aruba APs were manufactured as either Campus APs (CAPs) or Instant APs (IAPs). 
Campus APs were based on an AOS image and controller-managed whereas an IAP was a 
controllerless AP with an Instant image. Another key difference between the two was how they 
were assigned a country code. Campus APs did not have a country code assigned in their Stock 
Keeping Unit (SKU) as they obtained it from their controller. All IAPs had a country code in their 
SKU for regulatory purposes as they would not be managed by a controller and therefore could 
not receive a country code in the same manner as a CAP. Instant clusters must be homogenous 
with only one country code permitted at a time. If an AP started life as an IAP it could be converted 
to a CAP at any time, however APs which were manufactured as CAPs required a controller for 
operation and could not be converted to IAPs. 

Effective as of unified release 6.5.2.0, Aruba has unified all new access point platforms so that a 
single AP can act as either a CAP or an IAP with a single SKU. These devices are collectively 
referred to as Unified APs (UAPs). Since administrators may freely convert a UAP back and forth 
between operation as a CAP or as an IAP, all UAPs are assigned a country code in their SKU to 
eliminate the possibility of being deployed as an IAP under an incorrect regulatory domain. 
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Aruba recommends avoiding placing IAPs and controller-managed APs in the same VLAN. 

 

The boot process which determines the operating mode for a UAP is outlined in the image and 
steps listed below: 

 
Figure 1-16 IAP Boot Process 

 

Aruba recommends avoiding placing IAPs and controller-managed APs in the same VLAN. 

 

1. The UAP boots up.  

2. UAP enters the controller discovery state and attempts to find a controller using static, 
DHCP, ADP, DNS-based controller discovery techniques. 

3. If a controller is discovered, the UAP receives its IP address or domain assignment, 
connects to the controller, and downloads the image. The AP then reboots and will operate 
as a Campus AP. 

4. If the AP cannot find a controller then it initiates the Instant discovery process and 
attempts to locate an existing cluster Master, Activate, AirWave, or Central. 

5. If a VC is discovered, the UAP joins the existing cluster and downloads the Instant image 
from the Master. After the image is downloaded the AP reboots and will run as an IAP. If 
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the UAP fails to locate a VC it attempts to locate Activate, AirWave or Central, upgrade its 
image, and form a new IAP cluster. 

6. If the UAP cannot locate Activate, AirWave, or Central then it will broadcast “SetMeUp” SSID 
so that it can be provisioned*. 

7. The “SetMeUp” SSID can be used to manually convert the AP to an IAP if it has a 
manufacturing image, otherwise it will operate as an IAP by default. At this stage the UAP 
could also be manually provisioned as a CAP or RAP under the management of a controller. 

8. If the AP is not upgraded to an ArubaOS or Instant image, it enters a 15 minute reboot 
period. If there is no keyboard input or configuration (manual upgrade) within 15 minutes 
then the AP reboots and repeats the process. 

 

*The FIPS variant of a UAP will not broadcast the “SetMeUp” SSID. 

 

Country Codes  
Aruba IAPs and UAPs are available in the following variants: 

1. United States (US) 

2. Japan (JP) 

3. Israel (IL) 

4. Egypt  

5. Rest of the World (RoW) 

 

Improper country code assignments can disrupt wireless transmissions. Most countries impose penalties and 
sanctions on operators of wireless networks with devices set to improper country codes. 

 

Management Options 
Aruba Instant is a highly versatile platform with numerous management options that have been 
designed to suit the needs of a variety of use cases. While it is possible to manage all IAPs in a 
single cluster at a remote location using the local GUI, organizations with a large number of 
remote sites will typically find that approach to be challenging. Any configuration change would 
require an administrator to log on to the local GUI for each individual cluster. Aruba provides two 
management options to specifically address the challenges associated with managing, monitoring, 
and troubleshooting multiple clusters deployed in remote locations: AirWave and Central. 
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AirWave 
Aruba AirWave is a powerful platform capable of managing Aruba’s wireless and wired devices 
alike along with a wide range of third party devices. It can deployed as either a physical or a virtual 
appliance and provides real-time monitoring, reporting, troubleshooting, configuration, and 
firmware management. AirWave also offers a suite of tools which assist organization with 
demonstrating regulatory compliance, strengthening wireless security, and managing RF coverage.  

 
Figure 1-17 Instant Clusters Managed by AirWave 

 

 

Central 
Aruba Central is a public cloud based management platform that provides monitoring, 
configuration, firmware management and troubleshooting for IAPs and switches. Central uses a 
secure HTTPs or Websocket connection and provides a strong mutual authentication mechanism 
using certificates for all communication with Instant APs. 
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Figure 1-18 Instant Clusters Managed by Central 

 

Provisioning 

AirWave 
IAPs can be provisioned for AirWave either manually or using any of the following Zero Touch 
Provisioning (ZTP) methods: 

• Activate 

• DHCP Options 

• DNS 

 

Activate 
Aruba activate is a cloud-based inventory management and provisioning service which 
automatically deploys IAPs without the need for manual intervention. The service is offered to 
Aruba customers free of charge. Aruba refers to the provisioning process provided by Activate as 
Zero Touch Provisioning (ZTP).  

When a customer purchases a device from Aruba, it is automatically added to the Activate server 
and an account is created on the customer’s behalf. Activate allows customers to define specific 
rules which automatically point IAPs to the AirWave server. Once an IAP is connected to AirWave 
its configuration and firmware are updated automatically. 
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DHCP Options 
IAPs can be provisioned with AirWave using DHCP options 43 and 60. The DHCP client on the IAPs 
sends out a DHCP request with option 60 and a string value of “ArubaInstantAP” to the DHCP 
server. When the DHCP server receives the request it checks to see if option 43 has been 
configured. If option 43 configuration is verified then a corresponding IP address for AirWave is 
returned. 

 

DNS Based 
IAPs can discover an AirWave server through the domain name option in situations where it is not 
possible to use DHCP options or perform ZTP with Activate. For example, if the domain “abc” is 
included in the DHCP configuration, the IAPs will search for the DNS server records for “aruba-
AirWave.abc”. If no domain is specified then the IAP will search records for “aruba-AirWave”. 

 

Manual Provisioning 
IAPs may be manually added to Airwave by providing shared key and IP address of the Airwave 
server in the VC WebUI. 

Aruba recommends using ZTP for IAP deployment whenever possible. 

 

 
Figure 1-19 AirWave Provisioning Options 

 

Central 
IAPs can be provisioned for Central using any of the following methods: 

• Subscription Key 

• Cloud Activation key 

• Activate Account 

• MAC and Serial Number 
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Subscription Key/ZTP 
Aruba Central has its own version of the ZTP process for provisioning. When IAPs are purchased 
they are automatically associated with a user account and the purchaser receives a subscription 
key. When the user inputs the subscription key Central import all devices that the customer 
purchased without the need for any additional steps. 

 

Cloud Activation Key 
Multiple IAPs can be provisioned at the same time by adding the cloud activation key and serial 
number of the master IAP to Aruba Central. The slave IAPs are automatically added as well. 

 

Activate Account 
IAPs are associated to an Activate user account upon purchase. Users can enter their Activate 
credentials in Central to import IAPs as well. 

 

MAC and Serial Number 
IAPs can be manually added by putting the MAC address and serial number combination into 
Aruba central. Up to 32 devices may be added to Central using the MAC and serial number 
method. 

 

 
Figure 1-20 Central Provisioning Options 

 

IAP Conversion 
Instant APs can be converted to either Campus APs (CAPs) or Remote APs (RAPs) if there is a need 
to centralize the traffic, simplify vlans, or for remote locations that require site-to-site VPN to 
leverage datacenter services. IAPs are typically converted to CAPs when there is a need to simplify 
VLAN management and centralize traffic. This is generally done over private links such as LANs 
and Multiprotocol Label Switching (MPLS). The VC in the cluster initiates the process by sending 
the conversion command to all cluster members. All IAPs will then download the firmware and 
configuration from the controller where they will be terminated. This conversion can be 
coordinated via Local GUI, Activate, AirWave, or Central. 
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IAPs are converted to RAPs for the same reasons with the addition of the need to leverage 
datacenter services remotely. The conversion process is identical to that of converting an IAP to a 
CAP with the exception that RAPs will form IPSec VPN tunnels to the desired controller over the 
internet. 

Only an AP that was originally an IAP is capable of reverting back to operating as an IAP after it has 
been converted to a CAP/RAP. APs that were originally manufactured as CAP/RAPs cannot be 
converted to IAPs unless they are UAPs. All UAPs are compatible with controllers and can be freely 
converted back and forth between any type of AP. 

 
Figure 1-21 IAP Conversion 

 

 

Security 

Authentication 
The following types of authentication are available with Aruba Instant: 

• Open System Authentication – Open system means that there is no authentication. Any 
station can join the network freely without requiring a key. It can be combined with MAC 
authentication to provide low level security in certain situations 

• Wired Equivalent Privacy (WEP) - The most common version of WEP is static WEP, where 
all stations share a single key for authentication and encryption. Other versions of WEP 
have different key lengths and dynamic key assignments. Aruba considers WEP to be 
vulnerable and strongly advises against using it in a production environment. 
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• Pre-Shared Key (PSK) - PSK is part of the WPA/WPA2 personal certifications. PSK 
authentication is the most common form of authentication for consumer grade Wi-Fi 
routers.  Like WEP, the same key is used by all devices for authentication and encryption. 
PSK’s primary benefit is that it is simple and easy to configure for a small number of 
devices. However, the key must usually be changed on devices manually which can quickly 
become cumbersome as the user count increases. In addition, if an attacker discovers the 
key they will gain access to the network and will be able to decrypt user traffic at will. 
Security best practices mandate that the key should be changed whenever someone with 
access to the key leaves the organization. The key should also be complex and rotated on a 
regular basis 

• Wireless Internet Service Provider roaming (WISPr) - Allows WISPr-enabled clients to 
connect to the guest network 

• Captive Portal - After a user accesses the network, they are presented with a landing page 
on their web browser which requires the user to register, supply login credentials, or 
acknowledge an acceptable use policy (AUP) before they are allowed to browse the web. 
After whatever registration steps that have been configured are completed the user is 
usually placed in a limited-access role that allows basic web browsing but denies access to 
any of the internal resources of the enterprise.  Captive portal authentication can be used 
in conjunction with MAC authentication if deemed appropriate and is typically used for 
Guest SSIDs 

• Enterprise Authentication - Includes 802.1X and Extensible Authentication Protocol (EAP), 
which is part of the Wi-Fi Protected Access (WPA) and WPA2 Enterprise certifications. Many 
different types of authentication can be used in the EAP framework, with Protected EAP 
(PEAP) or EAP Transport Layer Security (EAP-TLS) being the most popular choices. EAP-TLS 
uses server and client-side certificates while a TLS tunnel is created to send user 
credentials. When the authentication process is complete, the client and the IAP each have 
copies of the keys that are used to safeguard the integrity of the user session 

 

 
Figure 1-22 Aruba Instant Authentication Options 

 

 
The following table outlines Aruba’s best practice recommendations for authentication with Aruba 
Instant: 
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Authentication Type Employee Guest 

Open Not Recommended 
Recommended with a higher-
level authentication method 

WEP Not Recommended Not Recommended 

PSK 
Recommended for devices 

that do not support stronger 
authentication 

Can be used but the PSK key 
should be rotated in a regular 

basis 

802.1X Recommended N/A 

WISPr N/A 
Recommended in public 
places such as airports 

Captive Portal N/A Recommended 

Table 1-4 Authentication Best Practices for Instant  
 

 

Encryption 
The following types of encryption are available with Aruba Instant: 

• Open – Open networks have no encryption and offer no protection from wireless packet 
captures. Most hot spot or guest networks are open networks and the end user is expected 
to use their own protection methods such as VPN or Secure Sockets Layer (SSL) to secure 
their transmissions. 

• Temporal Key Integrity Protocol (TKIP) - TKIP is a part of the WPA certification and was 
created as a stopgap measure to secure wireless networks that previously used WEP 
encryption whose 802.11 adapters were not capable of supporting AES encryption.  TKIP 
uses the same encryption algorithm as WEP, but TKIP is significantly more secure and has 
an additional message integrity check (MIC).  

• Advanced Encryption Standard (AES) – AES is a part of the WPA2 certification and is now 
widely supported as the recommended encryption type for all wireless networks containing 
sensitive data. AES leverages 802.1X or PSK to generate unique keys for all devices. AES 
provides a high level of security, similar to what is used by IP Security (IPSec) clients. 

• WEP - Though WEP is an authentication method, it is also used as an encryption algorithm 
where all users typically share the same key. However, WEP is easily broken with 
automated tools, and should be considered no more secure than an open network 
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Figure 1-23 Aruba Instant Encryption Options 

 

The following table outlines Aruba’s best practice recommendations for encryption with Aruba 
Instant: 

Encryption Type Employee Guest 

Open Not Recommended Recommended 

WEP Not Recommended Not Recommended 

TKIP Not Recommended Not Recommended 

AES Recommended Recommended when using PSK 

Table 1-5 Encryption Best Practices for Instant 
 

Access Rules 

Role-Based 
All IAPs support a role-based firewall that allows users to obtain network access based on their 
user role. These roles can be assigned based on various attributes e.g. Vendor Specific Attributes, 
MAC address, AP Name, etc. The users connected to the Service Set Identifier (SSID) are all on the 
same subnet however they have different rights customized for their needs. When a user joins an 
SSID they will be placed into a default role until an administrator assigned them a new one. A 
RADIUS server such as ClearPass Policy Manger (CPPM) can also dynamically assign roles for 
users. 
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Figure 1-24 Role-based Access 

 

Network-Based 
Network-based access means that users connected to the same SSID will have common rules 
specified for a network. These rules can be based on an access control list, captive portal, VLAN 
assignment etc. 

 
Figure 1-25 Network-based Access 
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Unrestricted 
Unrestricted access allows users connected to the SSID to gain network access without any 
restriction on destinations or type of traffic. 

 

 
Figure 1-26 Unrestricted Access 

 

Aruba recommends using a RADIUS server to manage access rules rather than locally assigning them on the IAP. A 
RADIUS server will need to send the Aruba-User-Role attribute back to an IAP to change client’s role. 

 

Deployment Models 

Cluster Mode 
For the Instant Cluster Mode deployment model we’ll use the example of a K-12 school district 
which requires enterprise-grade Wi-Fi infrastructure, security, and centralized management. Since 
each school is considered an individual site and the number of IAPs at each school is less than 
128, cluster mode will be the best choice for a deployment model. Each school will contain an 
individual cluster with IAPs deployed based on site survey data. Once the desired IAPs are have 
been deployed, the auto-join feature is disabled and DTLS is enabled for cluster communications 
per Aruba’s best practice recommendations. 

The K-12 school in this scenario is managed by an IT team which prefers cloud-based 
management servers, therefore Aruba Central is the ideal choice for cluster management. Each 
school cluster will have its own VC with Aruba Central coordinating all monitoring, configuration, 
and reporting. Depending on the school’s requirements, ClearPass could be used to provide 
802.1x authentication for students, teachers, and district employees as well as provide a captive 
portal for guests trying to gain internet access. 



 

 

 
Aruba Instant Aruba Instant Overview | 38 

 
Figure 1-27 Cluster Deployment Model 
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